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SD-WAN Debunked:

Myths vs Truths



Enterprises are rapidly transforming their businesses with 

the latest and most innovative technologies. Many of these 

create more workloads and endpoints across the network, 

requiring higher levels of control, visibility and security. 

Traditional Wide Area Network (WAN) architectures are no 

longer suitable for today’s geographically distributed 

applications and data.

Businesses have turned to using a software-defined 

wide-area network (SD-WAN) for better networking agility. 

Since SD-WAN is an overlay network technology that uses 

software to orchestrate the WAN, enterprises can support 

and enhance existing connectivity links between their 

clouds, on-premises environment, and remote branches 

more efficiently.

While many are aware of the benefits, there are still 

numerous misconceptions surrounding the technology and 

its use cases. Many IT engineers are still trying to determine 

exactly what SD-WAN can and cannot deliver. 

In this eGuide, we will provide key market insights, address 

some common SD-WAN misconceptions, and strengthen 

your knowledge of the technology with expert advice. 

Clear Up Common 
Misconceptions and 
Strengthen Your 
Knowledge of SD-WAN
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Myth or Reality?
Common SD-WAN Misconceptions

Myth
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MIGRATING 
TO SD-WAN 
IS AS EASY AS 
PLUGGING 
IN IT

��Myth

SD-WAN may sound like a 

plug-and-play technology, but you are 

in fact designing and building a 

complex network that needs to be 

carefully implemented in order to 

gain all of the benefits of this 

technology.  

The modern IT environment is complex. That 

means that your SD-WAN implementation 

requires a detailed review of your 

organisation’s existing infrastructure and 

applications before designing and planning a 

network topology that meets your business 

objectives. 

The solution needs to seamlessly manage 

multiple network access types (e.g. Ethernet, 

Wireless, MPLS) across different locations. It 

also needs to route different types of 

applications securely according to your 

business policies. 

Look for an experienced service provider 

who has deployed SD-WAN across multiple 

sites. A properly implemented SD-WAN gives 

organisations insight and control over 

applications and improved end-user 

performance. Enterprises can test how 

SD-WAN works within their organisation by 

first implementing it at less critical sites 

before a full deployment. This ensures the 

best outcome with the least disruptions. 



SD-WAN AND 
WAN 
OPTIMISATION 
ARE THE SAME 
THING
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�� Myth

SD-WAN is often mixed up with 

wide-area network (WAN) 

optimisation. While both improve 

application performance, SD-WAN is 

the solution that deals with the 

overall network, whereas WAN 

optimisation focuses on single 

connections. 

SD-WAN on the other hand, measures jitter, 

delay and pack loss at the end node and 

intelligently makes decisions to find the best 

available route at any point in time.

Enterprises can use SD-WAN to gain visibility 

and control over real-time scenarios within 

the network in order to improve overall 

performance and security, as well as WAN 

optimisation to accelerate data movement 

between data centres, branch offices and 

the cloud. 

So, SD-WAN and WAN optimisation are not 

the same. You can use one or the other, or 

use them together for optimal performance. 
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WAN optimisation uses a variety of 

techniques such as data compression, 

caching and deduplication to reduce 

bandwidth consumption over the WAN. 
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SD-WAN IS A 
REPLACEMENT 
FOR MPLS

��Myth

SD-WAN and MPLS are complementary technologies that can work together, so 

SD-WAN does not have to replace MPLS completely. SD-WAN is an overlay 

technology, thus an underlay network access, such as MPLS, broadband or 

Ethernet, is still necessary. However,overtime,  SD-WAN can reduce a company’s 

dependency on MPLS

Many large enterprises have made major investments in their existing infrastructure and tend 

to be cautious when making changes to their network. These enterprises are keeping MPLS for 

mission-critical data and adding SD-WAN in a hybrid approach for greater flexibility and 

network intelligence. 

With SD-WAN as the orchestration layer, it allows them to add new capacity with internet 

broadband or Ethernet, and avoid more investment in traditional MPLS that is costly. For 

smaller companies who are more cost sensitive, moving away from MPLS and replacing it with 

internet broadband once their SD-WAN is up and running is a better choice. 
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SD-WAN IS 
SECURE

�� SD-WAN employs strong encryption to secure WAN traffic between enterprise 

locations. As a virtualised solution, it can also integrate security functions to 

secure traffic across various transport services and endpoints with access 

control and firewall. Although the trust aspect of users across the network 

needs to be carefully managed, it’s made far easier in a single controllable 

environment such as SD-WAN.

Today, combining security with SD-WAN is what Gartner calls “SASE” (security access service 

edge). This approach includes a combination of cloud-native security functions such as 

cloud-access security broker, secure web gateway, zero-trust network access and firewall as 

a service. 

By moving security into the cloud with SD-WAN, enterprises can greatly improve security by 

applying consistent policy, while increasing network security with centralised control across 

the WAN.

Reality
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SD-WAN CAN 
ENSURE 
QUALITY OF 
SERVICE (QOS)

��
SD-WAN can detect and measure latency, packet loss and jitter, allowing you to 

switch to the best path available. However, for a true quality of experience, other 

aspects such as the underlay network must be considered. 

An SD-WAN uses a centralised control function to provide intelligent application-aware routing 

across the WAN. It provides cloud-first enterprises with improved visibility into the WAN, 

allowing the business to measure and enhance the network performance and make decisions 

on traffic routing whilst implementing security policies. 

However, for a true QoS, other aspects such as the underlay network must be considered. The 

best approach to SD-WAN should include the backing of a global private network that ensures 

the traffic routed meets SLA requirements.

Disputable



OUTSOURCING 
TO A SD-WAN 
VENDOR WILL 
SOLVE ALL MY 
NETWORK 
CHALLENGES 
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�� Most SD-WAN vendors do not provide 

managed or professional services to 

help with implementation or 

end-to-end support. 

In most cases, they also do not own 

the underlay network, meaning they 

are unable to deliver underlay 

network solutions such as Ethernet 

(Layer 2) and Internet (Layer 3).

For SD-WAN to be successfully 

implemented, it needs more than just 

the overlay solution. Having an expert 

network service provider can help 

enterprises to design an SD-WAN that is 

professionally managed and supported. 

It should also be able to provide 

underlay network services that can be 

easily deployed across the WAN.

The right service provider will work 

hand-in-hand with the enterprise to 

understand its network, challenges, and 

craft a tailored solution that meets its 

needs both now and into the future.

Myth
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Epsilon SD-WAN
Transform your WAN into an agile and application-aware network with 

our flexible and cloud-optimised managed SD-WAN



The Epsilon SD-WAN solution enables 

enterprises to build a modern WAN 

architecture that drives maximum 

value from their cloud and digital 

investments. 

By using a centrally-managed platform that 

unifies SD-WAN, security, routing, and WAN 

optimisation, users can securely and 

intelligently direct application traffic across 

the WAN -delivering a self-driving WAN that 

continuously learns and adapts to the 

changing needs of businesses.
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Epsilon 
SD-WAN

F E A T U R E S

Central Management
Centrally located orchestrator in control of both network and 
application policies, giving you the ability to manage your WAN 
in a simple and agile manner. 

Application Visibility 
App throughput, usage, latency, jitter stats across all 
networks, devices and users enables you to make quicker 
decisions and mitigate any performance issues. 

WAN Optimisation 
Latency mitigation and data reduction optimise the 
performance of your WAN to help you deliver better digital 
experiences for your customers and users. 

Seamless Cloud Security Integration 
Ability to integrate with market-leading cloud security and Zero 
Trust Network Access (ZTNA) providers with single-screen 
management and reporting.
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How it Works
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Every site is equipped with an SD-WAN device, be 

it physical or virtually. Once connected to the local 

networks, these devices automatically download 

custom-defined configuration and traffic policies 

and establish tunnels with one another or a point 

of presence (PoP), depending on the architecture. 

Routing and traffic control are managed by a 

centralised orchestrator and outbound traffic is 

routed along the optimum path based on 

application policies and real-time traffic 

conditions. Configuration changes to your 

SD-WAN are automatically propagated to all 

devices across the entire network, enabling them 

to be completed in minutes rather than weeks or 

even months.
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Increased Agility and Continuous Adaptability 
Epsilon SD-WAN delivers a self-driving WAN that 
continuously learns and adapts to the changing 
needs of businesses.

Simplifying WAN Management 
Gain control and visibility into your applications with 
throughput usage, latency and jitter stats across all 
networks, devices, and users, and near real-time analytics 
and reporting. 

Better Application Performance at Lower Cost  
A unified platform gives businesses the freedom to 
choose the most cost-effective type of network without 
worrying about performance. 

Take Charge of your Security 
Improve your WAN security with zone-based firewall 
and network segmentation, and seamlessly integrate 
cloud security and Zero Trust Network Access (ZTNA) 
solutions with single-screen management and 
reporting. 
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Moving Forward 
with Better 
An efficient SD-WAN solution solves the problems 

that arise from trying to combine conventional 

WANs with cloud-based networks, applications, 

and services. 

SD-WAN allows today’s geographically dispersed 

enterprises to realise the transformation promise 

of cloud computing, lowering capital and 

operational costs. Overall, it provides the best 

possible experience for both employees and 

customers whilst adapting rapidly to the evolving 

market requirements. 

Get in touch with our experts today to learn how 

Epsilon can help to optimise and secure your 

network with SD-WAN.
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Talk To An Expert

https://epsilontel.com/contact-us/
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GLOBAL HQ

New Tech Park,
151 Lorong Chuan 
#06-01A
Singapore 556741

LONDON

Telephone House 
69-77 Paul Street
EC2A 4NW, 
United Kingdom

SOFIA

Business Center Rubix
8 Dimitar Mollov Str.
1750 Sofia, Bulgaria 

info@epsilontel.com | www.epsilontel.com

Epsilon Telecommunications is a leading global connectivity 

provider. We serve enterprise, carrier and channel customers 

with a portfolio of next-gen connectivity, voice and colocation 

services. Together with Infiny, our award-winning NaaS, we 

offer on-demand connectivity that comes with visibility and 

control.

Talk To An Expert

Let’s Build The 
Future of 

Networking 
Together

https://epsilontel.com/contact-us/

